ABSTRACT
INTRODUCTION
Cloud computing is on demand model that covers virtualization concept used in physical servers. It offers an innovative model for enterprise to dynamically emerging applications and delivers a large pool of scalable resources to users [2] , [16] .Clouds are a large pool of easily accessible and usable virtualized resources (such as development platforms, hardware, and/or services) [14] .Cloud computing provides the next generation of internet-based, highly scalable distributed computing systems in which computational resources are offered 'as a service'. It is a natural evolution of the widespread adoption of virtualization, service-oriented architecture, autonomic and utility computing. Details are abstracted from end-users, who no longer have need for expertise in, or control over, the technology infrastructure in the cloud that supports them.
In a cloud computing system, there is a significant workload shift. Normal systems no longer have to do all the heavy lifting when it comes to running applications. Using the Cloud Computing model hardware and software demands on the user's side decrease. There is only need a cloud computing software which provide mediation layer or interface software, that is Web browser to access the cloud.
Cloud has centralized server administration system. Centralized server administers the system, balances the load between clients according to demands, monitors traffic and avoids congestion. Servers in the cloud use protocols called middleware that controls the communication of cloud network among them. With cloud computing different types of users can access different resources and applications via the internet from anywhere. For the successful implementation of cloud computing in the organization require proper planning and understanding the threats, vulnerabilities and security. In cloud computing we can share different resources and applications via the network in open environment, thus it makes security problems for us to develop the secure cloud [12] . Security problems become more complicated in cloud computing when we entered into the environment such as multi-tenancy, secure distributes environment, data security, server virtualization and provide authentication [7] .
"Multi-tenancy" is for the benefit of the service provider so they can manage the resource utilization more efficiently [18] . Multi-tenancy implies sharing of computational resources, storage, services, and applications with other tenants.Unlike previous computing models, that uses dedicated resources to dedicated user, cloud computing is based on a business model in which resources are shared at the network, host and application level. To provide security in multi-tenancy there should be isolation among tenants' data to avoid attacks that attempt to co-locate with the victim assets.
Our main goal is to maintaining security without any loss of information. So we can achieve this, when any user sends request to server then user has to first register himself and after that login with its username and password that was provided to him. The security is provided when data is accessed in isolation, identify the user activities, provide secure mechanism to access server, some mechanism to track the forged IP and provide some laws for the successful implementation of the cloud.
DATA SECURITY IN THE CLOUD
Organizations are aware about the importance of securing their information systems to guarantee basic security requirements,i.e.Confidentiality and Availability [15] . The enterprise/personal that adopts the service of cloud computing, firstly the necessary condition is that both of the server and database on the front end must be trusted has to be satisfied [1] . With the increasing popularity of enterprise cloud computing and its public connectivity via the internet it is thenext frontier for viruses, worms, hackers and cyber-terrorists to start probing and attacking [8] .
Software as a Service located on the top layer, cloud storage is always an important key factor for implement the application of cloud computing. Especially, the storage resource of the Infrastructure as a Service on the bottom layer is the most important factor for supporting the regular operation of networking service. This proposal gives more tractability to access data through web based application that provide interface to users in anytime at anywhere through network. While accessing these features in the cloud the main thing is security when accessing data online. However, data security on the cloud side is not only focused on the process of data transmission, but also the system security and data protection for those data stored on the storages of the cloud side [1] . In the following, some consideration regarding the security issues are to be focused.
Storage and system protection
Database can be defined as the capability of a system to provide reliable service even if any attack takes place. Security in the storage database is the concurrent existence of:
Availability
The cloud provider might, additionally, replicate the data at multiple locations across countries for the purposes of maintaining high availability [3] . The use of high availability is closely related with disaster recovery.Availability refers to the property of a system being accessible and usable upon demand by an authorized entity. Availability refers to data, software but also hardware being available to authorized users upon demand [4] .
Integrity
Data integrity is one of the most critical elements in any system. Data integrity in the system is maintained via database constraints and transactions. Transactions should follow atomicity, consistency, isolation and durability properties to ensure data integrity. The lack of integrity controls at the data level could result in unplumbed problems. Developers need to approach this danger cautiously, making sure they do not compromise databases' integrity in their zeal to move to cloud computing [3] . In addition, the service provider must present the assurance of data integrity for the clients [1] .
Data protection
The purpose of data protection legislation is to ensure that personal data is not processed without the knowledge and, except in certain cases, the consent of the data subject, to ensure that personal data which is processed is accurate, and to enforce a set of standards for the processing of such information. For those data stored on the service provider of the cloud side must not be accessed by unauthorized user and there should beseparate access mechanism for the employees of the service provider without authorization and authentication of request that presented by the user of the client side. Authorization becomes a challenge, especially when systems and participants get numerous, when interconnected applications evolve dynamically [26] . Figure 1 shows intruder attack in the Cloud Database. In addition, the service provider must present the assurance of data protection for the client. The main data protection risks to your business are loss of data by third-party service providers are:
• unauthorized access to your data • malicious activities targeting your service provider -e.g. hacking or viruses • poor internal IT security compromising data protection [25] Figure1. Intruder attack
Recovery
Every service provider in cloud computing should have a disaster recovery protocol to protect user data. Disaster recovery capabilities are built into cloud computing environments and on-demand resource capacity can be used for better resilience when facing increased service demands or distributed denial of service attacks, and for quicker recovery from serious incidents [13] .
Update process
The data stored in the cloud may be frequently updated by the users, including insertion, updating, appending etc. It is important to check correctness of data that is updated by user under the dynamic process. It is ensure that data is updated frequently and inform to the customers immediately that these changes have been made. It also affects the configuration that affects the instances in the cloud because when data has been updated then there is also necessary to secure that data so that data are in consistent state and saved correctly in proper place and provided to the customers. If any intruder enters in the cloud and copied that data then the customer may not know, because data have been widely spread throughout the network. Unless the cloud provider has developed some sort of monitoring software which can group/sort processes which have occurred for each user then this could be a large security risk and make attacking clouds even more attractive for cyber criminals [2] .
Data Isolation
All data entering in the cloud provider's environment is encrypted with customer-controlled keys; the data is isolated from processes and changes implemented by the cloud provider [17] . In database systems, isolation is a property that defines how/when the changes made by one operation become visible to other concurrent operations [19] . For an application to run safely in a public cloud, it needs to be isolated from the environment around it at all times. This isolation is not just a matter of keeping protecting data and applications from threats, but also keeping things such that unwanted changes by the cloud provider that could compromise your existing security process [20] .For deployed applications, it includes records and other content created or used by the applications, as well as account information about the users of the applications. Cloud providers need to ensure isolation of access -that software, data and services can be safely partitioned within the cloud and that tenants sharing physical facilities cannot tap into their neighbors proprietary information and applications [6] .
Data Sanitization
Sanitization is the removal of sensitive data from a storage device in various situations, such as when a storage device is removed from service or moved elsewhere to be stored. Data sanitization also applies to backup copies made for recovery and restoration of service, and also residual data remaining upon termination of service [11] .In a cloud computing environment, data from one subscriber is physically commingled with the data of other subscribers, which can complicate matters. For instance, many examples exist of researchers obtaining used drives from online auctions and other sources and recovering large amounts of sensitive information from them. With the proper skills and equipment, it is also possible to recover data from failed drives that are not disposed of properly by cloud providers.
Note the Client's Behavior
There are different types of user and different user's access different data from the databases in the cloud. It should be difficult to find that which user have access which type of information, so it is necessary to find the activity of the user because data stored in the cloud may be personal. When user want to access data in the cloud firstly to provide some identity to user. When the user login in the cloud computing environment his identity should be recorded and verify firstly. If the user is authorized then he will be allowed to enter in the cloud, if user is unauthorized then there is no permission to enter in the cloud and access information in the cloud. If the identity matches then provide the access to user and also note his behavior using log files in separate system in the cloud. If user behavior like trespasser then they will be tracked and punished with the cloud legal and regulatory services rules. In order to achieve the trusted computing in the cloud computing system, we should have the mechanism to know not only what the participants can do, but also what the participant have done. So the monitoring function should be integrated into the cloud computing system to supervise the participant's behavior [12] .
Access controls are one means to keep data away from unauthorized users; encryption is another. Access controls are typically identity-based, which makes authentication of the user's identity an important issue in cloud computing [11] . 
SECURE SERVERS
Hypervisor is the "virtualizer" that maps from physical resources to virtualized resources and vice versa. This virtualization not only reduces the system cost but also can dramatically reduce the installation space of physical readers and the operation cost [24] . It is the main controller of any access to the physical server resources by Virtual Machines [10] .Over the last several years, virtualization has become a fundamental technology in cloud computing and enabled cloud computing platforms to dynamically allocate virtual machines as scalable Internet services. However, Virtual Machine technology is going main stream in the IT industry, security of VMs becomes the significant concern. Virtualization brings a more complex and risky security environment [7] .
Denial of service (DOS) vulnerabilities
A denial-of-service attack (DoS attack) is attempts to make computer resources are unavailable to its intended users [21] . The resources are unavailable to users when attacker sends large volume of malicious packets which legitimate the user to access the services. In virtualization environment, services such as CPU, memory, disk and network are shared by VMs and the host. So it is possible that a DOS will be imposed to Virtual Machines which correspondingly take all the possible resources from the host. As a result, the system will deny any request from the guests because of no resources available [7] . Therefore our prime concern is to find out the no of packets being malicious in the legitimate requests and then mitigates them by an appropriate mechanism.
Spoofing virtual network
IP Spoofingis a technique of hijacking browsers by redirecting the Internet user to a falsified website. The interloper has the ability to fissure several networks in order to do this crime. In the route mode, route plays a role as a "virtual switch". The virtual switch uses a dedicated virtual interface to connect each VM. In this case, a VM can do an Address Resolution Protocol (ARP) spoofing, redirecting packets to them and be able to sniff packets going to and coming from other VMs [7] . and sent an ARP to the virtual route. The virtual route will update the routing table information when it receives the ARP request from Virtual Machine2 [7] .
One way to handle this problem we can use authentication based on key exchange between the machines on your network; something like Internet Protocol Security(IPSec) will overcomethe risk of spoofing.Internet Protocol Security is a protocol suite for securing Internet Protocol (IP) communications by authenticating and encrypting each IP packet of a communication session.
SECURITIES DURING TRANSMISSION
Using Cloud reduce the cost, greater flexibility and dynamic allocation of the resources provide greater advantages for the users but despite these advantages there are also challenges when transmit data from cloud to user and one cloud to other cloud. So there are mechanisms to provide security during transmission that are as under
Provide Authentication
In cloud computing environment, different users from different origin can appeal to join the Cloud. Then the first step is to prove their identities to the cloud computing system administrator. Because in cloud computing different users demand different resources and other applications, so the authentication is important and it is difficult process. It should be ensuring that administrator has different access mechanism and users have different access mechanism. If access is granted to the administrator, it does not necessarily mean access is granted to other users.
Our main goal is to maintaining security without any loss of information. So we can achieve this, firstly when any user sends request to server then user has to first register himself and after that login with its username and password that was provided to him. If the user is valid then server creates its log file that contains the information regarding its login and role of information accessed. After this process there should be encryption scheme with keys that the server creates unique key and send to client for the decryption. Then the client decrypts data with this key [5] . It is very important in this type of shared environment to properly and securely authenticate system users and administrators, and provide them with access to only the resources they need to do their jobs or the resources that they own within the system. For all of the enterprises, the management of user's accounts is very important and must be strictly defined. A lot of enterprises usually confront the problem of user account such as the adoption of single sign on or each employee will be dispatched some different accounts to access different systems. Thus, multi-authentication for each employee might be very often to be confronted in an enterprise. Those accounts that come along with each individuals might be the same or different. Therefore, it is very difficult for the administrator to manage those user's identification accounts. Through the implement of Identity and Access Management, every enterprise could easily establish a managing mechanism to achieve the goal of user identification, authentication, and authorization simultaneously [1] .
Network Security
As for large size enterprises or business corporations, in order to assure the use of the application of cloud computing, the service providers of cloud computing had better construct a model that utilizing the network communication with the enterprise. In addition, the encryption system and authenticating mechanism must be compulsive to maintain the information security in the process of communication [1] . Figure 4 . Virtual Firewall Figure 4 shows virtual Firewall thatsupports filtering of packets, traffic management and access control. In this way, it can mitigate the risks of viruses, worms, Trojans, and inappropriate use in a virtual environment in the same way that a physical firewall could mitigate those risks if every physical server was directly connect to a physical firewall [32] . A virtual Firewall provides multiple logical firewalls for multiple networks on a single system. Using Virtual Firewall you can control bandwidth utilization of each virtual machine in your infrastructure, preventing overutilization and denial of service to critical applications.
CLOUD LEGAL AND REGULATORY SERVICES
With cloud computing, sometimes it is possible that physical location of data is spread across different regions and countries. The main problem with this widely spread data across different countries is that they have different laws to that data on the cloud and that could be a big issue if the host country does not have adequate laws to protect sensitive data [8] . Enterprises should require that the cloud computing provider store and process data in specific jurisdictions and should obey the security rules of those jurisdictions.
The majority of respondents believed that data should not encounter compatibility problems if transported across different cloud providers if necessary, and the service level agreement should contain details about such transfer of data [22] .Therefore it reveals a clear need for Cloud Computing customers to include specific clauses in their services agreement that prohibit the provider from monitoring the customer's data usage or using this information for any purpose other than providing services to the customer.
ASSOCIATION OF SECURITY AMONG MULTI-CLOUDS
In Cloud Computing when customer wants to access data from different cloud then according the services provided from different clouds there must be security provided on both the clouds so that there is no loss of data during transfer. The same case when multiple clouds integrate together to deliver a bigger pool of resources or integrated services, their security requirements needs to be federated and enforced on different involved cloud platforms [10] .
An SLA represents the understanding between the cloud subscriber and cloud provider about the expected level of service to be delivered and, in the event that the provider fails to deliver the service at the level specified, the compensation available to the cloud subscriber [13] .In addition, an enterprise that use the application of cloud computing must have Service Level Agreement (SLA). In SLA is an agreement that records the services provides to user, guarantee and responsibility in the cloud so that information will not be access by any unauthorized user.
CLOUD ACCESS SECURITY
In order to assure the information security and data integrity, Hypertext Transfer Protocol Secure (HTTPS) and Secure Shell (SSH) are the most common adoption [1] .SSL (Secure Socket Layer) delivery, or https, encrypts your data in transit as it goes through the Content Distributed Network. Your content remains encrypted all the way from the origin servers out to the browser. You can choose to serve your content over SSL on a per object basis simply by using your SSL (Secure Socket Layer) URL [23] .
VPN and FTP in case of VMs and storage services, Security controls should target vulnerabilities related to these protocols to protect data transferred between the cloud platform and the consumers [10] .
CONCLUSION
Cloud computing is one of the bright model for both cloud providers and consumers. There are many advantages using cloud computing model but despite these advantages there are also challenges-specifically, security challenges in the cloud. We need to immobilize all the areas where security must be needed for accessing the information and sharing the resources. In this paper we discuss the most common unaddressed security areas in the cloud computing. For the secure environment in the cloud we need to provide some authentication mechanism for accessing the information as well as accessing the resources and also there should be system that monitor whole process and save the log files in that system. Though there are many concerns regarding dynamic allocation and information storage security my research much more concern to derive the areas where security needed. [17] "Cloud Isolation", http://www.cloudswitch.com/ blog/tag/cloud%20isolation
[18] "Multi-tenancy in cloud computing", http://horicky.blogspot.com/2009/08/multi-tenancy-in-cloudcomputing.html
[19] "Isolation (database systems)", http://en.wikipedia.org/ wiki/Isolation_%28database_systems%29.
[20] "True Isolation Makes the Public Cloud Work like a Private Cloud", http://www.cloudswitch.com/page/true-isolation-makes-the-public-cloud-work-like-a-private-cloud.
[21] "Denial-of-service attack", http://en.wikipedia.org/wiki/Denial-of-service_attack [23] "Rackspace Cloud Files CDN launches SSL Delivery", http://www.rackspace.com/cloud/blog/2011/03/10/ rackspace-cloud-files-cdn-launches-ssl-delivery/.
